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1 INTRODUCTION

The rapid growth of web-based systems has made websites a crucial component of
modern information infrastructure, supporting communications, data management, and
public services across a wide range of sectors [1][2]. Websites enable the rapid and
efficient dissemination of information with broad accessibility, making them the platform
of choice for developing institutional information systems [3][4]. However, the increasing
reliance on web applications also increases security risks, as publicly accessible systems

are constantly exposed to increasingly sophisticated cyber threats [5].

One of the most common and dangerous web-based attacks is the SQL injection attack
[6][7]. This attack exploits improper input validation by injecting malicious SQL statements
into application queries, allowing attackers to bypass authentication, exfiltrate sensitive
data, or manipulate backend databases [8][9]. Furthermore, the effects of SQL injection
attacks place database information at risk of exploitation, which compromises data
integrity, disrupts server operations, and ultimately affects the organization's image [10].
Despite widespread awareness, SQL injection continues to rank among the most critical
web vulnerabilities, and various detection approaches, including machine learning-based

methods, have been proposed to address this issue [11].

This security issue is particularly critical in institutional web environments with
homogeneous configurations. At the State Polytechnic of Ujung Pandang, 86 active
subdomains operate under the same infrastructure, with many websites built using the
same CMS platform, primarily WordPress. Recorded incidents show repeated SQL
injection attempts targeting institutional subdomains within a short period of time,
demonstrating that a single exploited vulnerability can lead to chain compromises across
other services built on the same concept. Such conditions highlight the limitations of
relying solely on application-level security controls, such as input sanitization or prepared

statements, which are often inconsistently implemented [12].

Several studies have proposed mitigation strategies for SQL injection, including Intrusion
Detection Systems (IDS) and Web Application Firewalls (WAF) [11][13][14]. While a WAF
effectively operates at the application layer to inspect and block malicious traffic, the

way these existing solutions are deployed often creates practical problems. For instance,
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custom solutions like SEA WAF have demonstrated detection capabilities but fail to adopt

standardized rulesets like OWASP CRS, limiting their adaptability [15].

On the other hand, studies using the standard OWASP CRS typically install the WAF
directly on the web server. For example, previous studies evaluated ModSecurity
embedded within cPanel [16] or Apache [17]. While these setups have strong detection
rates, this approach has a major analytical drawback for large organizations [18]. Because
the WAF is tied directly to the backend server, administrators must conFigure and
manage security separately for every single website. For an institution with dozens of
subdomains, this decentralized setup leads to a massive administrative workload,
inconsistent security rules, and a greater risk of human error during maintenance [19].
Therefore, these prior studies highlight a critical need to shift from individual, server-
based WAFs to a centralized security gateway that protects all domains from a single

point.

To address these specific limitations in securing multi-domain environments, this study
proposes a centralized architecture utilizing Coraza as the primary WAF engine. Coraza
represents a significant shift from the traditional C-based ModSecurity, offering an
Enterprise-grade Open-Source framework written in Go that provides inherent memory
safety and superior performance in high-concurrency environments. Unlike legacy
server-side embedded models that create operational silos and high administrative
overhead, Coraza's cloud-native design allows for seamless integration at the reverse
proxy layer [20]. This approach creates a single, unified security gateway capable of
protecting multiple domains simultaneously, effectively decoupling security logic from
backend application dependencies. Furthermore, Coraza's is compatibility with SecLang
enables the optimal implementation of the OWASP Core Rule Set [21], providing a
standardized security posture that is both scalable and easier to manage across complex

institutional multi-domain ecosystems.

2. METHODS

The method used consists of several parts. The following explains the method used in

this study.
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2.1. Research Methods

The research methodology follows a structured workflow consisting of six main stages,

as depicted in Figure 1.
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Figure 1. Research Method

First, a literature review is conducted to identify common SQL Injection attack patterns,
vulnerabilities, and existing Web Application Firewall (WAF) implementation approaches.
Second, a requirements analysis is conducted to determine specific system requirements,
including the hardware, software, and network configurations required for deployment.
Third, the system design phase maps out the architecture, detailing the integration of
Nginx as a reverse proxy, the selection of Coraza as the core WAF engine, and the
workflow of supporting components such as Redis and MySQL. Fourth, system buildout
involves the development of required custom components, including the creation of a
centralized dashboard for multi-domain management. Fifth, the implementation phase is
executed by configuring Coraza with the OWASP Core Rule Set (CRS) and fully integrating
it with the Nginx server in the deployment environment. Finally, testing and evaluation
are conducted using mapped SQL Injection scenarios to measure the system's ability to

detect and block malicious payloads.

2.2, System Design

The architecture presented in this study represents the proposed system for centralized
multi-domain web application protection. The proposed system consists of three main
components: reverse proxy (Nginx), Coraza WAF engine, and backend web servers. All
incoming HTTP/HTTPS requests are First received by Nginx, which Forwards them to
Coraza for inspection using the OWASP Core Rule Set (CRS), which applies a rule-based
detection mechanism based on known attack signatures to identify malicious web
requests [22]. If the request is deemed malicious, it is blocked immediately; otherwise, it

is relayed to the backend server.
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2.2.1. Hardware Architecture

The system was deployed on a Proxmox-based virtual environment with two main hosts:
(1) Proxy/WAF Server, running Nginx and Coraza; (2) Backend Server, running the web
servers with multiple vulnerable web applications for testing. The hardware system

overview is shown in Figure 2.
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Figure 2. Hardware Architecture

As illustrated in Figure 2, incoming requests are First received by the Nginx reverse proxy,
which acts as the primary entry point. The request is then forwarded to the Coraza WAF
engine, where it is inspected using OWASP CRS rules. If the request matches a predefined
attack pattern, it is immediately blocked and logged. Otherwise, the request is Forwarded
to the backend server. This mechanism ensures that malicious traffic is filtered before it

reaches the application layer.

2.2.2. Software Architecture
The software layer integrates the following key technologies:
1) Nginx acts as a reverse proxy and routing layer, serving as the primary entry
point For all incoming HTTP/HTTPS traffic. Previous studies have highlighted
Nginx as a robust HTTP server with high performance and low resource
consumption [23][24]. Nginx is responsible for fForwarding requests to the WAF
engine and routing validated traffic to the appropriate backend services based
on the domain configuration.
2) Coraza functions as the main WAF engine, implementing the OWASP Core Rule
Set (CRS) version 3 to inspect incoming requests and detect malicious patterns
such as SQL Injection attacks. Coraza processes each request and determines

whether it should be blocked or forwarded.
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5)

Redis is utilized as an in-memory data store to manage domain mapping and
accelerate request processing. The implementation of Redis for such purposes
is supported by recent studies demonstrating its capability to significantly
decrease response times and increase system throughput in high-traffic
environments [25]. Each incoming request is matched against domain
configurations stored in Redis, allowing Coraza to dynamically route traffic to
the appropriate backend service. Additionally, Redis is also used to store log
data per unit of time before it's actually written to the database. This prevents
programs from repeatedly querying the database, which can be incredibly
time-consuming if there are hundreds or even thousands of requests per
minute.

MySQL is used as the primary persistent storage for system configurations
and indexed log data, enabling structured storage, querying, and long-term
analysis of security events.

Docker is used to containerize each component of the system, ensuring
isolation, portability, and scalability of services within the deployment

environment.

Figure 3 illustrates the system's software architecture. Nginx functions as a reverse proxy

layer, handling incoming traffic and forwarding it to the Coraza WAF engine. Coraza

processes requests with several initializations, starting with connection processing and

URI processing. The process then goes through five main phases, each of which uses the

OWASP Core Rule Set (CRS) as a reference for evaluation:

1)

Phase 1 (Request Headers): In this phase, the system processes rules that
evaluate request headers. The variables analyzed include HTTP/S connection
data (such as IP address, port, and protocol version), URI and GET arguments,
and information within the request headers themselves, such as cookies,
content-type, and content-length.

Phase 2 (Request Body): In this phase, the evaluation continues to the request
body. The rules process POST arguments, arguments and Ffiles in multipart

Format, JSON and XML data payloads, and the raw request body.
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Each evaluation result in Phases 1 and 2 will be stored in a variable. After these two

phases are completed, the system will check for any interruptions triggered by the rule
set. IF an interruption occurs, the system will immediately redirect the process to the
logging system and return a response with a request blocking status (HTTP 403
Forbidden). However, if there are no interruptions, the process will proceed to the

forwarding preparation phase to the origin server.

In this phase, Coraza will map domain information by retrieving data stored in Redis using
the domain name as a key. The information retrieved from Redis includes the origin
server address, access method (HTTP/HTTPS), and other configuration infFormation. Using
this information, Coraza forwards the evaluated request to the origin server and waits
For a response. Once a response from the origin server is received, the process continues
to the next phase:

1)  Phase 3 (Response Headers): This phase evaluates the headers from the origin
server's response before returning it to the client. The variables processed
include the response status code and response headers such as content-length
and content-type.

2) Phase 4 (Response Body): In this phase, the system processes and evaluates
rules related to the raw response body to ensure no sensitive data is leaked
to the client.

3) Phase 5 (Logging): This final phase is non-disruptive (does not block traffic)
and can be executed asynchronously after the response has been sent to the
client. This phase evaluates logging rules, stores persistent data collections,

and writes log entries for security audit purposes.

All evaluation results, whether in the form of a response from the origin server for
valid requests or a rejection status (HTTP 403) For blocked requests, will be Forwarded

back to the client via Nginx as a reverse proxy.

2.3. Testing and Evaluation Procedures
The evaluation aimed to assess the effectiveness of the developed WAF in detecting and
preventing SQL Injection attacks. Testing was performed under two environments:

1)  Without WAF protection

2) With WAF enabled using Coraza and OWASP CRS.
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Five attack scenarios were executed:

1)  URL Parameter Injection (GET)

2) Form-data Injection (POST multipart/form-data)

3) x-www-Form-urlencoded Injection (POST)

4) JSON API Injection (POST application/json)

5) Automated SQLMap Attack

Each scenario used the same set of 30 SQL Injection payloads categorized into

Tautology-Based, Union-Based, Error-Based, Blind SQL, and Time-Based attacks. Table 1

provides a recap of the scenarios that will be used.

Table 1. Test Scenario Recap

No Scenario Method Data Format Endpoint Testing
https://sql.neofetc
URL Manual (Static
1. GET Query String  h.my.id/vuln_get.p
Parameters Payloads)
hp
Input Forms: https://sql.neofetc
multipart/For Manual (Static
2. multipart/for POST h.my.id/vuln_post.
m-data Payloads)
m-data php
Input Forms: application/x-  https://sql.neofetc
Manual (Static
3. x-www-form- POST www-form- h.my.id/vuln_post.
Payloads)
urlencoded urlencoded php
https://sql.neofetc
application/jso Manual (Static
4, API JSON POST h.my.id/vuln_api.p
n Payloads)
hp
(determined  https://sql.neofetc Automatic
5.  SQLMap Tools POST automatically  h.my.id/vuln_post. (Dynamic
by the tools) php Payloads)

Testing utilized Postman for manual payload delivery and SQLMap for automated

penetration simulation. Success or failure of each payload was determined by backend

responses and HTTP status codes:

1) Successful attack: visible SQL error, unauthorized data access, or login bypass.
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2) Blocked attack: HTTP 403 (Forbidden) or terminated request.

The four manual attack scenarios will use the same SQL injection payload for each
method. Table 2 lists the Five main categories of SQL injection payloads used in the
manual attack scenarios.

Table 2. Payloads SQL Injections

No. Payload SQL Injection

Tautology-Based (Boolean-Based) Injection

1. OR 3409=3409 AND (pytW' LIKE 'pytw

2. OR 1=

3. AS INJECTX WHERE 1=1 AND 1=1

4. ORDER BY 18#
RLIKE (SELECT (CASE WHEN (4346=4346) THEN 0x61646d696e ELSE 0x28 END))
AND 'Txws'='

6. IF(7423=7423) SELECT 7423 ELSE DROP FUNCTION xcjl--

Union Based Injection

1. ORDER BY 1,SLEEP(5)

2. ORDER BY 1,SLEEP(5),BENCHMARK(1000000,MD5('AY),4,5,6,7,8

3. UNION ALL SELECT 1,2,3/4,5,6

4. UNION SELECT @@VERSION,SLEEP(5),USER(),BENCHMARK(1000000,MD5(A)),5
c UNION ALL SELECT

@@VERSION,USER(),SLEEP(5),BENCHMARK(1000000,MD5('/A))--
6. UNION ALL SELECT 'INJ|['ECT|I'XXX'2,3,4

Error-Based Injection

1. 1 AND EXTRACTVALUE(1, CONCAT(0x7e, VERSION(), 0x7e)) --

2 1" AND EXTRACTVALUE(1, CONCAT(Ox7e, DATABASE(), Ox7e)) --

3. 1'AND (SELECT COUNT(*) FROM (SELECT 1 UNION SELECT 1) x) --

4 1 AND CONVERT(int, (SELECT TOP 1 name FROM sysobjects WHERE xtype="U") --
1 AND 1=CONVERT(int, (SELECT Table_name FROM information_schema.Tables
LIMIT 1)) --

1" AND (SELECT 1 FROM (SELECT COUNT(*), CONCAT(Ox7e, DATABASE(), Ox7e),
FLOOR(RAND(0)*2)) x FROM information_schema.Tables GROUP BY x) --

Blind SQL Injection
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1. TAND1=1---
1" AND ASCII(SUBSTRING(DATABASE(,1,1)=109-- -
1" AND IF(1=1, SLEEP(5), 0)-- -

2
3
4. 1" AND IF(ASCII(SUBSTRING(USER(),1,1)=114, SLEEP(5), 0)-- -
5 1" AND IF(LENGTH(DATABASE()=5, SLEEP(5), 0)-- -

6

1" AND IF(SUBSTRING(DATABASE(),1,2)="my', SLEEP(5), 0)-- -

Time-Based Injection

1. 1" AND SLEEP(5)-- -
2. 1" AND IF(1=1, SLEEP(5), 0)-- -
1" AND IF((SELECT COUNT(*) FROM information_schema.Tables)>0, SLEEP(5), O)--

3.
1" AND IF((SELECT Table_name FROM information_schema.Tables LIMIT 1)='users’,
SLEEP(5), 0)-- -
1" AND IF(ASCII(SUBSTRING((SELECT Table_name FROM

5.

information_schema.Tables LIMIT 1)1,1))=117, SLEEP(5), 0)-- -
6. 1 AND IF((SELECT SUBSTRING(@@version,1,‘I)):'8', SLEEP(5), 0)-- -

It is important to note that this evaluation Focuses exclusively on the detection and
prevention effectiveness of the WAF against SQL Injection attacks. This study does not
assess system performance metrics, such as latency overhead, resource utilization
(CPU/RAM), or network throughput. Furthermore, the analysis of False positive rates under

legitimate traffic conditions is outside the scope of this evaluation.

3. RESULTS AND DISCUSSION

3.1 SQL Injection Testing Without WAF Protection

This phase of testing was conducted to establish a baseline security condition and to
verify the vulnerability of the target web application to SQL Injection attacks prior to the
deployment of the Web Application Firewall (WAF). In this scenario, all incoming HTTP
requests were forwarded directly to the backend server without any application-layer

inspection or filtering.

2347 | Coraza-Based WAF with OWASP CRS For SQL Injection in Multi-Domain Web ...



Published By
'll> AsosiasiDoktor
\“ Sistem Informasi Indonesia

The evaluation covered four manual attack scenarios, including URL parameter injection,
multipart fForm-data, x-www-form-urlencoded requests, and JSON-based API requests. A
total of 120 SQL Injection payloads were tested across these scenarios, representing
tautology-based, union-based, error-based, blind SQL Injection, and time-based injection
techniques. The detailed payload composition and testing scenarios are described in

Table 1 and Table 2.

The results show that the application was highly vulnerable when no WAF protection was
applied. In URL parameter-based attacks, most payloads were successfully executed,
producing database error messages and abnormal application responses, indicating direct
interaction with the backend database. A detailed breakdown of these results is provided
in Table 3.

Table 3. URL Access Test Result Without WAF

SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent

Tautology-Based (Boolean-

1. 6 5 1 16.6%
Based) Injection

2. Union-Based Injection 6 5 1 16.6%
3. Error-Based Injection 6 6 0 0%
4, Blind SQL Injection 6 6 0 0%
5. Time-Based Injection 6 6 0 0%
Total Percentage: 30 28 2 6.64%

Similar conditions were observed in POST-based attacks using multipart fForm-data and
x-www-form-urlencoded fFormats. In both cases, nearly all payloads bypassed application
controls and were executed successfully by the backend system, demonstrating the
absence of effective input validation mechanisms. The complete results for these

scenarios are summarized in Table 4 and Table 5.
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Table 4. Data Form Access Test Result Without WAF

SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent
Tautology-Based (Boolean-
1. 6 6 0 0%
Based) Injection
2. Union-Based Injection 6 6 0 0%
3. Error-Based Injection 6 6 0 0%
4, Blind SQL Injection 6 6 0 0%
5. Time-Based Injection 6 6 0 0%
Total Percentage: 30 30 o 0%
Table 5. x-www-form-urlencoded Access Test Result Without WAF
SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent
Tautology-Based (Boolean-
1. 6 4 2 333%
Based) Injection
2. Union-Based Injection 6 5 1 16.6%
3. Error-Based Injection 6 6 0 0%
4, Blind SQL Injection 6 6 0 0%
5. Time-Based Injection 6 6 0 0%
Total Percentage: 30 27 3 6.64%

For JSON-based API requests, the vulnerability level was even more critical. All tested

SQL Injection payloads were successfully executed without restriction, resulting in a zero

percent prevention rate. This indicates that the application lacked any form of security

control for JSON-formatted input. The corresponding results are presented in Table 6.

Automated testing using SQLMap further confirmed the severity of the vulnerabilities.

SQLMap successfully identified injecTable parameters, detected the backend database

management system, and executed multiple SQL Injection techniques, including boolean-
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based, error-based, union-based, and time-based attacks. Detailed findings from the

automated testing are provided in Table 7.

Table 6. AP| Access Test Result Without WAF

SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent

Tautology-Based (Boolean-
1. 6 6 0 0%
Based) Injection

2. Union-Based Injection 6 6 0 0%
3. Error-Based Injection 6 6 0 0%
4, Blind SQL Injection 6 6 0 0%
5. Time-Based Injection 6 6 0 0%
Total Percentage: 30 30 o 0%
Table 7. SQLMap Test Result Without WAF
) Execution
No Endpoint Tool Generated Output
Status
1. Username parameter
injecTable.
2. Backend DBMS detected:
MySQL 5.6.
3. Injection techniques
https://sql.neofetch
SQLMap Success successful: Boolean

.my.id/vuln_post.php
based, Error based, Time

based and Union based.
4, Backend technology
infFormation exposed

(nginx, php).

Overall, the baseline testing results confirm that the target application environment was

critically exposed to SQL Injection attacks across all tested input Formats. These findings
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highlight the limitations of relying solely on application-level controls and emphasize the

necessity of deploying an application-layer protection mechanism, such as a Web

Application Firewall, to mitigate both manual and automated SQL Injection threats.

3.2 SQL Injection Testing with WAF Protection

This section presents and discusses the results of SQL Injection testing conducted after
the Web Application Firewall (WAF) was activated. All incoming HTTP/HTTPS requests were
routed through the Nginx reverse proxy and inspected by the Coraza WAF engine using
the OWASP Core Rule Set (CRS). The testing scenarios, payload sets, endpoints, and tools
remained identical to those used in the baseline (non-WAF) evaluation to ensure result

comparability.

3.3.1. URL Parameter Injection

wWhen WAF was enabled, all SQL Injection payloads sent via URL parameters were
successfully detected and blocked. As illustrated in Figure 4, malicious requests triggered
CRS rules associated with tautology-based and union-based injection patterns, resulting

in an HTTP 403 (Forbidden) response.

P vuln_get &) save v Share (2
GET v https://sql.neofetch.my.id/vuln_get.php?id=OR 1=1 Send v
Params ® Authorization Headers (6) Body Scripts Settings Cookies
Key Value Description ee  Bulk Edit

id OR1=1 Union Based
Body Cookies Headers (6) Test Results @ 403 Forbidden 13 ms 243 B @ Save Response oco
Raw v [ Preview {9 Visualize v = Q @[

1 Request blocked by WAF (RuleID: 942130)
2

Figure 4. URL Access Test Result of One Payload (With WAF)

Detailed results summarized in Table 8 show that all 30 payloads across five attack
categories (tautology-based, union-based, error-based, blind SQL, and timing-based
injection) were blocked, achieving a 100% prevention rate. This represents a significant
improvement compared to the condition without WAF, where most payloads were

successfully executed.

2351 | Coraza-Based WAF with OWASP CRS For SQL Injection in Multi-Domain Web ...



et

Published By
.||>) AsosiasiDoktor
\ﬁ‘ Sistem Informasi Indonesia

These results demonstrate the ability of OWASP CRS to detect SQL Injection patterns

embedded in query strings, which are commonly exploited in real-world attacks due to

their visibility and ease of manipulation.

Table 8. URL Access Test Result With WAF

SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent
Tautology-Based (Boolean-
1. 6 0 6 100%
Based) Injection
2. Union-Based Injection 6 0 6 100%
3. Error-Based Injection 6 0 6 100%
4, Blind SQL Injection 6 0 6 100%
5. Time-Based Injection 6 0 6 100%
Total Percentage: 30 o 30 100%

3.3.2. Form-Data Injection (POST Multipart/Form-data)

For POST requests using multipart/form-data, the WAF consistently intercepted malicious

payloads embedded in form parameters. As shown in Figure 5, requests containing SQL

Injection patterns were immediately blocked, and corresponding CRS rule IDs were

logged.
P vuln_post - form
POST v https://sql.neofetch.my.id/vuln_post.php

Params Authorization Headers (8) Body ® Scripts
none O form-data x-www-form-urlencoded raw
Key Value
username Text OR 1=1
password Text test123
Body Cookies Headers (6) Test Results @
Raw v D> Preview  {Q Visualize v

1 Request blocked by WAF (RuleID: 942130)
2

[£) save v  Share | (2
Send v
Settings Cookies
binary GraphQL
Description = Bulk Edit

Union

Password Salah

403 Forbidden Save Response ©oo°

12ms - 243B - @&

= Q @&

Figure 5. Form-Data Access Test Result of One Payload (With WAF)
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Based on the results in Table 9, all 30 payloads were prevented from reaching the

backend server, yielding a 100% mitigation rate.
This outcome highlights the ability of Coraza to inspect request bodies beyond simple
URL parameters. Multipart parsing, which is often overlooked by less sophisticated

security mechanisms, was handled effectively by the WAF engine.

Table 9. Form-Data Access Test Result with WAF

SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent

Tautology-Based (Boolean-
1. 6 0 6 100%
Based) Injection

2. Union-Based Injection 6 0 6 100%
3. Error-Based Injection 6 0 6 100%
4, Blind SQL Injection 6 0 6 100%
5. Time-Based Injection 6 0 6 100%

Total Percentage: 30 o 30 100%

3.3.3. x-www-Form-urlencoded Injection

Similar results were observed for POST requests using the application/x-www-Form-
urlencoded fFormat. As demonstrated in Figure 6, every malicious request resulted in an
HTTP 403 response, indicating successful WAF intervention. The aggregated results in
Table 10 confirm that all SQL Injection payloads across all categories were blocked,

achieving Full protection.
Compared to the baseline condition without WAF, where several payloads bypassed

application logic, this Finding confirms that CRS-based inspection remains effective even

when payloads are encoded in standard form submission formats.
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@ vuln_post - urlencoded B save v
POST v https://sql.neofetch.my.id/vuln_post.php Send v
Params Authorization Headers (8) Body ® Scripts Settings Cookies

none form-data O x-www-form-urlencoded raw binary GraphQL
Key Value Description o Bulk Edit
username OR1=1
password test123
Body Cookies Headers (6) Test Results D) 403 Forbidden 23ms - 243B - @ Save Response  oo0
Raw v [ Preview {9 Visualize v S Q O &

1 Request blocked by WAF (RuleID: 942130)
2

Figure 6. x-www-form-urlencoded Access Test Result with WAF

Table 10. x-www-form-urlencoded Access Test Result with WAF

SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent

Tautology-Based (Boolean-
1. 6 0 6 100%
Based) Injection

2. Union-Based Injection 6 0 6 100%
3. Error-Based Injection 6 0 6 100%
4, Blind SQL Injection 6 0 6 100%
5. Time-Based Injection 6 0 6 100%

Total Percentage: 30 o 30 100%

3.3.4. Json Based API Injection
SQL Injection attacks delivered via JSON payloads were also fFully mitigated by the WAF.
As shown in Figure 7, malicious JSON requests triggered CRS rules and were blocked

before reaching the API endpoint.
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i vuln_api &) save v Share | (2
POST v https://sql.neofetch.my.id/vuln_api.php Send v
Params Authorization Headers (8) Body ® Scripts Settings ® Cookies

none form-data x-www-form-urlencoded O raw binary GraphQL JSON v Beautify

1 ¢

2 "username": "OR 1=1",

3 "password": "testl123"

4 %

I

Body Cookies Headers (6) Test Results @ 403 Forbidden 14 ms 243 B @ Save Response oeo
Raw v [ Preview {9 Visualize v = Q @O &

1 Request blocked by WAF (RulelID: 942200)'
’

Figure 7. Json Based APl Access Test Result of One Payload (With WAF)

According to Table 11, the prevention rate reached 100%, with no payload successfully

executed.
Table 11. Json Based API Access Test Result with WAF
SQLi
Total Total Total
No. Payload Category Prevention
Payload Success Failure
Percent

Tautology-Based (Boolean-
1. 6 0 6 100%
Based) Injection

2. Union-Based Injection 6 0 6 100%
3. Error-Based Injection 6 0 6 100%
4, Blind SQL Injection 6 0 6 100%
5. Time-Based Injection 6 0 6 100%

Total Percentage: 30 o 30 100%

This result is particularly significant because JSON-based APIs are frequently targeted in
modern web and mobile applications, and many legacy security mechanisms Ffail to
adequately inspect JSON request bodies. The findings demonstrate that Coraza and

OWASP CRS are capable of providing robust protection for API-driven architectures.
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3.3.5. Automatic SQL Injection Using SQLMap

To evaluate resilience against automated exploitation, SQLMap was run against a
protected endpoint. When the WAF was active, SQLMap Ffailed to identify any injecTable

parameters, as illustrated in Figure 8.

LZ3:28:42] LINFU] Testing "HSYLUB >= 1.7.Z time-based blind — Parameter replace (heavy query)"

[23:28:42] [INFO] testing 'HSQLDB > 2.0 time-based blind - Parameter replace (heavy query)'

[23:28:42] [INFO] testing 'Informix time-based blind - Parameter replace (heavy query)'

[23:28:u42] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY clause'

[23:28:u42] [INFO] testing 'MySQL < 5.0.12 time-based blind - ORDER BY, GROUP BY clause (BENCHMARK)'
[23:28:u42] [INFO] testing 'PostgreSQL > 8.1 time-based blind - ORDER BY, GROUP BY clause'

[23:28:42] [INFO] testing 'PostgreSQL time-based blind - ORDER BY, GROUP BY clause (heavy query)'
[23:28:u42] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind - ORDER BY clause (heavy query)'
[23:28:u42] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (DBMS_LOCK.SLEEP)'
[23:28:42] [INFO] testing 'Oracle time-based blind — ORDER BY, GROUP BY clause (DBMS_PIPE.RECEIVE_MESSAGE)'
[23:28:42] [INFO] testing 'Oracle time-based blind — ORDER BY, GROUP BY clause (heavy query)'

[23:28:u42] [INFO] testing 'HSQLDB >= 1.7.2 time-based blind - ORDER BY, GROUP BY clause (heavy query)'
[23:28:42] [INFO] testing 'HSQLDB > 2.0 time-based blind — ORDER BY, GROUP BY clause (heavy query)'
[23:28:u42] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'

[23:28:43] [INFO] testing 'Generic UNION query (random number) — 1 to 10 columns'

[23:28:u43] [INFO] testing 'MySQL UNION query (NULL) - 1 to 16 columns'

[23:28:44] [INFO] testing 'MySQL UNION query (random number) - 1 to 10 columns'

[23:28:44] [WARNING] parameter 'Host' does not seem to be injectable

[23:28:u4] [CRITICAL] all tested parameters do not appear to be injectable. If you suspect that there is some kind of pr
otection mechanism involved (e.g. WAF) maybe you could try to use option '—-tamper' (e.g. '——tamper=space2comment')
[23:28:u44] [WARNING] HTTP error codes detected during run:

4ee (Bad Request) — 1510 times, U403 (Forbidden) - 39396 times

[*] ending @ 23:28:u4 /2025-07-26/

Figure 8. SQLMap Tool Test Result with WAF

The summary in Table 12 shows that SQLMap repeatedly encountered HTTP 403 and 400
responses and explicitly detected the presence of a Web Application Firewall. Unlike the
baseline scenario, where SQLMap successfully enumerated database information, all
automated exploitation attempts failed under WAF protection. This demonstrates that
the WAF configuration is not only capable of preventing manual attacks but also resilient

to aggressive tool-based SQL injection attempts.

Table 12. SQLMap Tools test Result with WAF

Execution
No Endpoint Tool Generated Output
Status
1. All parameters are not
injecTable
2. Error 403 occurred

https://sql.neofetch Critical / 39.396 times
1. SQLMap

.my.id/vuln_post.php Failed 3. Error 400 occurred 1.510

times
5. SQLMap detected the

WAF mechanism
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3.3. Evaluation

The evaluation was conducted to measure the ability of the proposed WAF system in
mitigating SQL Injection attacks across multiple scenarios. Testing was performed using
both manual techniques and automated tools such as SQLMap, covering various payload

formats including URL parameters, form-data, x-www-form-urlencoded, and JSON-based

requests.
Table 13. Summary of test results without WAF
Prevention
No. Access Method Method Success Rate
Rate
1. URL Access GET 93.3% 6.64%
2. Data-Forms POST 100% 0%
3. Data-Forms (urlencoded) POST 933% 6.64%
4. JSON API POST 100% 0%
Average 96.68% 332%

Without WAF protection, Table 13 show that approximately 96.68% of SQL Injection
payloads were successfully executed, while only an average 3.32% Failed due to existing
application-level or server-level protections. This indicates that the baseline system

remains highly vulnerable to SQL Injection attacks.

Table 14. Summary of test results with WAF

Prevention

No. Access Method Method Success Rate
Rate
1. URL Access GET 0% 100%
2. Data-Forms POST 0% 100%
3. Data-Forms (urlencoded) POST 0% 100%
4, JSON API POST 0% 100%
Average 0% 100%

After enabling the WAF, Table 14 shows that all 120 tested payloads based on payload list
in Table 2 were successfully blocked across all scenarios, resulting in a 100% prevention
rate. This demonstrates a significant improvement in the system's defense capability

compared to the baseline condition.
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As shown in Table 14, the WAF consistently blocked all manual SQL Injection attempts

across different payload formats. Similarly, Table 12 shows that automated attacks

generated using SQLMap were also fully mitigated. These results confirm that the system

3.4. Discussion

The results demonstrate that the proposed WAF system effectively mitigates SQL
Injection attacks across all tested scenarios. The consistent blocking of all tested
payloads indicates the effectiveness of the OWASP Core Rule Set (CRS) in detecting a
wide range of SQL Injection patterns, including variations in URL parameters, form-data,

x-www-form-urlencoded, and JSON-based requests.

The high detection capability can be attributed to the rule-based detection and anomaly
scoring mechanisms implemented in OWASP CRS, which allow the system to identify
malicious patterns regardless of encoding or delivery format. This ensures consistent

protection across diverse application structures and request types.

Compared to baseline conditions without WAF, where a small percentage of payloads
Failed due to existing application-level protections, the proposed system eliminates these
inconsistencies by enforcing a centralized and uniform security layer. This demonstrates
that the WAF not only enhances security but also standardizes protection across multiple

domains.

In comparison with previous studies that rely on embedded WAF implementations such
as ModSecurity, the proposed system offers improved flexibility and scalability through
its reverse proxy architecture and centralized management approach. This makes it
particularly suiTable for institutional environments with a large number of subdomains

requiring consistent protection.

From a performance perspective, the implementation of the WAF introduces additional
processing overhead due to request inspection. While the system remained functional
during the testing phase, the specific impact on latency and throughput requires Further
empirical measurement. Future studies will focus on a detailed quantitative analysis to

determine the system's performance limitations.
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Additionally, the failed payloads observed in the baseline scenario without WAF
protection may be attributed to default server configurations or built-in input validation
mechanisms. However, such protections are inconsistent and insufficient compared to
the comprehensive filtering provided by the WAF. Overall, the findings indicate that the
proposed Coraza-based WAF architecture is effective for centralized deployment in
institutional environments, providing scalable, consistent, and reliable protection against

SQL Injection attacks.

4, CONCLUSION

This study demonstrates that a centralized Coraza-based WAF, integrated with the
OWASP Core Rule Set via a Nginx as the reverse proxy, provides highly effective
protection For multi-domain institutional environments. Experimental results showed a
stark contrast: without the WAF, 96.68% of SQL Injection payloads executed successfully,
whereas the implemented system achieved a 100% prevention rate across all tested
manual and automated attack vectors. While this architecture significantly standardizes
security enforcement, current evaluations are limited strictly to SQL Injection. Future
research should expand the threat scope to vulnerabilities such as XSS and DDoS, while
comprehensively analyzing False positive rates, specific latency overheads, and long-term

operational stability in larger deployments.
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